Customer Setup For Marketo WebAPI Integration

® Setup a Microsoft Dynamics CRM App
® Register an app with Azure AD
® Grant Admin Consent
® Generate Client Secret
® Enter the Dynamics CRM Generated Client Id And Secret into Marketo
® Disable Sync
® Validate Clientld and Client Secret
® Save Clientld and Client Secret After Successful Validation
® Reenable Sync

Setup a Microsoft Dynamics CRM App

Register an app with Azure AD
1. Use the instructions at https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/walkthrough-register-app-azure-acti
ve-directory#create-an-application-registration

2. Provide relevant application name, such as, "Marketo Integration"
3. Note down the Application ID (Clientld) since you will need to enter it in Marketo Admin later

Grant Admin Consent

1. In the App Permissions menu, grant admin consent for Microsoft
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Generate Client Secret

Go to menu Item 'Certificates & secrets'

Azure Active Directory admin center & ® g 2
«  Dashboard > msft - App registrations > Marketo Integration - Certificates & secrets.

(& Dashboard Marketo Integration - Certificates & secrets

= Al services

«
O Search (Cti+/)
FAVORITES = ‘ Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS scheme). For a higher

level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

0> Azure Active Directory B Overview
4 Users “ Quickstart Certificates
3 Enterprise applications Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
D Authentication No certificates have been added for this application.

Certificates 8 secrets

THUMBPRINT START DATE ExeREs
- APl permissions
& Expose an APl
i owners Client secrets
0 Manifest A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Support + s + New client secret

DESCRIPTION EXPIRES VALUE

XK Troubleshooting

a
4 New support request No client secrets have been created for this application.


https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/walkthrough-register-app-azure-active-directory#create-an-application-registration
https://docs.microsoft.com/en-us/powerapps/developer/common-data-service/walkthrough-register-app-azure-active-directory#create-an-application-registration

Click 'New client secret'

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

=+ New client secret

DESCRIPTION EXPIRES VALUE

New client secret

Add a client secret

Marketo Integration - Certificates & secrets

« .
P Search (Ctri+/) Add a client secret

B Overview

Description

Quickstart [ Marketo Integration Client Secref]

Manage Expires
. Oin 1 year

& Branding Oln2years
2 Authentication (®)Never

Certificates & secrets
£ tunncaan DI

Click Add.

After successful creation of Client Secret.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

| ~+ New client secret

DESCRIPTION EXPIRES VALUE

Marketo Integration Client Secret 12/31/2299 7ae1jNXzh+b_vA1xt]F.3x4CN3F5V/fA ID

NOTE: Client Secret is shown only once.

When you navigate away from current screen, secret will be hidden forever.

Note down the Client Secret since you will need to enter it in Marketo Admin later.

Enter the Dynamics CRM Generated Client Id And Secret into Marketo

1. Disable Sync



by

MS Dynamics Sync Status

B

2. Validate Clientld and Client Secret

a. Select "Validate Sync" from the Marketo Admin Dynamics menu.
b. Enter clientid and client secret generated from the Dynamics CRM side.
c. Submit to validate the credentials

Validate Sync Setup

mktodev( sync@marketoengg.onmicrosoft.com
htips/mktodevl ] .crm.dynamics.com/XRMServices/:
€301979f-9dbf-4a0c-Bc58-f61 ObcE4569ca

+2U1BYmG[m5Sb@=9nj64N/Rg-5BMBI-D

Validate Sync Setup

3. Save Clientld and Client Secret After Successful Validation

a. If 'Validate Sync' is successful with the clientid and client secret entered, then click Edit Credentials, reenter the same clientid
and client secret and click save.



Edit Credentials

mktodev01sync@marketoengg.onmicros:

https://mktodev01.crm.dynamics.com/XRk

¢3019faf-9dbf-4a0c-8¢c58-f610bcb469ca
+2U1BYm6[mSb@=9n)64N/Rtg-5BMBI-D

CANCEL SAVE

4. Reenable Sync

a. Upon reenabling, the Sync will resume.
b. It will continue to use SOAP API, if the WebAPI feature has not been enabled in the subscription.
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